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APPENDIX 1: 

RED FLAGS/POTENTIAL SUSPICIOUS ACTIVITY LIST 

The Business Relationship, Counterparty, or Customer: 

 Suddenly cancels the transaction when asked for identification or information. 

 Is reluctant or refuses to provide personal information, or the Al Aya Gold has reasonable doubt 
that the provided information is correct or sufficient. 

 Is reluctant, unable, or refuses to explain: 
o Their business activities and corporate history; 
o The identity of the beneficial owner; 
o Their source of wealth/funds; 
o Why they are conducting their activities in a certain manner; 
o Who they are transacting with; 
o The nature of their business dealings with third parties (particularly third parties located in 

foreign jurisdictions). 

 Is under investigation, has known connections with criminals, has a history of criminal indictments 
or convictions, or is the subject of adverse information (such as allegations of corruption or criminal 
activity) in reliable publicly available information sources. 

 Is a designated person or organization (i.e. is on a Sanctions List). 

 Is related to, or a known associate of, a person listed as being involved or suspected of involvement 
with terrorists or terrorist financing operations. 

 Insists on the use of an intermediary (either professional or informal) in all interactions, without 
sufficient justification. 

 Actively avoids personal contact without sufficient justification. 
 Is a politically exposed person, or has familial or professional associations with a person who is 

politically exposed. 
 Is a foreign national with no significant dealings in the country, and no clear economic or other 

rationale for doing business with Al Aya Gold. 
 Is located in a significant geographic distance away from the Al Aya Gold, with no logical rationale. 

 Refuses to co-operate or provide information, data, and documents usually required to facilitate a 
transaction, or is unfamiliar with the details of the requested transaction. 

 Makes unusual requests (including those related to secrecy). 

 Is prepared to pay substantially higher fees than usual, without legitimate reason. 

 Appears very concerned about, or asks an unusual number of detailed questions about compliance-
related matters, such as customer due-diligence or transaction reporting requirements. 

 Is conducting a transaction which appears incompatible with their socio-economic, educational, or 
professional profile, or about which they appear not to have a good understanding. 

 Uses legal persons, legal arrangements, or foreign private foundations that operate in jurisdictions 
with secrecy laws. 
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 Requests services that could improperly disguise the nature of the precious Metal and Stones or 
conceal beneficial ownership from competent authorities, without any clear legitimate purpose. 

 Claims to be a legitimate DPMS but cannot demonstrate a history or provide evidence of real 
activity. 

 Is a business that cannot be found on the internet or social business network platforms (such as 
LinkedIn or others). 

 Is registered under a name that does not indicate that activity of the company is related to precious 
Metal and stones, or that indicates activities different from those it claims to perform. 

 Is a business that uses an email address with a public or non-professional domain (such as Hotmail, 
Gmail, Yahoo, etc.). 

 Is registered at an address that does not match the profile of the company, or that cannot be located 
on internet mapping services (such as Google Maps). 

 Is registered at an address that is also listed against numerous other companies or legal 
arrangements, indicating the use of a mailbox service. 

 Has directors or controlling shareholder(s) who cannot be located or contacted, or who do not 
appear to have an active role in the company, or where there is no evidence that they have 
authorized the transaction. 

 Is incorporated or established in a jurisdiction that is considered to pose a high money laundering, 
terrorism financing, or corruption risk. 

 Has a complex corporate structure that does not appear to be necessary or that does not make 
commercial sense. 

 Appears to be acting according to instructions of unknown or inappropriate person(s). 

 Conducts an unusual number or frequency of transactions in a relatively short time period. 

 Asks for short-cuts, excessively quick transactions, or complicated structures even when it poses 
an unnecessary business risk or expense. 

 Requests payment arrangements that appear to be unusually or unnecessarily complex or confusing 
(for example, unusual deposit or instalment arrangements, or payment in several different forms), 
or which involve third parties. 

 Provides identification, records or documentation which appear to be falsified or forged. 

 Requires that transactions be affected exclusively or mainly through the use of cash, cash 
equivalents (such as cashier’s cheques, gold certificates, bearer bonds, negotiable third- party 
promissory notes, or other such payment methods), or through virtual currencies, for the purpose 
of preserving their anonymity, without adequate and reasonable explanation. 
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The Transaction Based Red Flags: 

 Involves the use of a large sum of cash, without an adequate explanation as to its source or purpose. 

 Involves the frequent trading of precious Metal and stones (especially diamonds and gold) or 
Jewellery for cash in small incremental amounts. 

 Involves the barter or exchange of precious Metal and stone (especially diamonds and gold) or 
Jewellery for other high-end Jewellery. 

 Appears structured so as to avoid the cash reporting threshold. 

 Involves delivery instructions that appear to be unnecessarily complex or confusing, or which 
involve foreign jurisdictions with no apparent legitimate connection to the counterparty or 
customer. 

 Includes contractual agreements with terms that are unusual or that do not make business sense for 
the parties involved. 

 Involves payments to/from third parties that do not appear to have a logical connection to the 
transaction. 

 Involves merchandise purchased with cash, which the customer then requests the merchant to sell 
for him/her on consignment. 

 Involves precious Metal and stones with characteristics that are unusual or do not conform to 
market standards. 

 Involves the unexplained use of powers-of-attorney or similar arrangements to transact business on 
behalf of a third party. 

 Appears to be directed by someone (other than a formal legal representative) who is not a formal 
party to the transaction. 

 Involves a person acting in the capacity of a director, signatory, or other authorized representative, 
who does not appear to have the required competency or suitability. 

 Involves persons residing in tax havens or High-Risk Countries, when the characteristics of the 
transactions match any of those included in the list of indicators. 

 Is carried out on behalf of minors, incapacitated persons or other categories of persons who appear 
to lack the mental or economic capacity to make such decisions. 

 Involves several successive transactions which appear to be linked, or which involve the same 
parties or those persons who may have links to one another (for example, family ties, business ties, 
persons of the same nationality, persons sharing an address or having the same representatives or 
attorneys, etc.). 

 Involves recently created legal persons or arrangements, when the amount is large compared to the 
assets of those legal entities. 

 Involves foundations, cultural or leisure associations, or non-profit-making entities in general, 
especially when the nature of the merchandise or the characteristics of the transaction do not match 
the goals of the entity. 

 Involves legal persons which, although incorporated in the country, are mainly owned by foreign 
nationals, who may or may not be resident for tax purposes. 
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 Involves unexplained last-minute changes involving the identity of the parties (e.g. it is begun in 
one individual's name and completed in another's without a logical explanation for the name 
change) and/or the details of the transaction. 

 Involves a price that appears excessively high or low in relation to the value (book or market) of 
the goods, without a logical explanation. 

 Involves circumstances in which the parties: 
o Do not show particular interest in the details of the transaction. 
o Do not seem particularly interested in obtaining a better price for the transaction or in 

improving the payment terms. 
o Insist on an unusually quick completion, without a reasonable explanation. 

 Takes place through intermediaries who are foreign nationals or individuals who are non- resident 
for tax purposes. 

 Involves unusually high levels of assets or unusually large transactions compared to what might 
reasonably be expected of clients with a similar profile. 

 Involves indications that the counterparty does not have or does not wish to obtain necessary 
governmental approvals, filings, licenses, or other official requirements. 

 Involves any attempt by a physical person or the controlling persons of a legal entity or legal 
arrangement to engage in a fraudulent transaction (including but not limited to: over- or under-
invoicing of goods or services, multiple invoicing of the same goods or services, fraudulent 
invoicing for non-existent goods or services; over- or under- shipments (e.g. false entries on bills 
of lading); or multiple trading of the same goods and services). 
 

Means of Payment 

 Involves cash, cash equivalents (such as cashier’s cheques, gold certificates, bearer bonds, 
negotiable third-party promissory notes, or similar instruments), negotiable bearer instruments, or 
virtual currencies, which do not state the true payer, especially where the amount of such 
instruments is significant in relation to the total value of the transaction, or where the payment 
instrument is used in a non-standard manner. 

 Involves unusual deposits (e.g. use of cash or negotiable instruments, such as traveller’s cheques, 
cashier’s cheques and money orders) in round denominations (to keep below the reporting threshold 
limit) to pay for precious Metal and stones. The negotiable instruments may be sequentially 
numbered or purchased at multiple locations, and may frequently lack payee information. 

 Is divided in to smaller parts or installments with a short interval between them. 
 Involves doubts as to the validity of the documents submitted in connection with the transaction. 

 Involves third-party payments with no apparent connection or legitimate explanation. 

 Cannot be reasonably identified with a legitimate source of funds. 
 
 
 
 


